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MULTI-FACTOR AUTHENTICATION (MFA) FOR LMS

What is Multi-Factor Authentication (MFA)?

Multi-factor Authentication (MFA) is a cybersecurity measure that requires individuals to verify their identity using multiple
authentication methods when logging into an application or system.

All service contractors irrespective of their location or device will be required to complete MFA when accessing the Learning
Management System (LMS). There will be no option to bypass the MFA step when logging in via the BHP network, if using a
BHP device or using your own personal laptop or device

MFA is required every time you log into the LMS. You will complete MFA via a One Time Passcode (OTP) sent to
your personal e-mail address and then enter the 8-digit code as a new step within the usual log in process.

You will need to ensure your e-mail address is up to date with your company administrator as the OTP will be sent to that e-mail
address. It is also important that the E-mail address you use is unique to you. If you are unsure what e-mail address is recorded
against your personal file, please contact your company administrator to check and update it for you.

Multi-Factor Authentication (MFA) Overview

/" As anew BHP contractor, | will receive an ﬂs an existing or returning BHP contractor, | wm

activation E-mail from jas@notifications.sap.com| | 0g into the LMS as usual using my existing User ID
containing my User ID and a and Password via the LMS link and then follow
“Click here to activate your BHP account” the prompts to complete the MFA step.
link with instructions on how to activate your NB Your profile is must be ACTIVE in the relevant
account including setting a 16-character contractor onboarding system.
password. If your profile gets changed to ACTIVE,
Note: If your LMS account is newly created in LMS, it will take a you may need to reactivate your account again and
maximum of 1.5 to 2 hours for you to receive IAS Activation E-mail. set a new password.
L‘ﬁ; Your BHP Account
7 - = ~ Eg:::.ymmn 2;:-;3”“ Log On /V—’\
s ’ \
BHP BHP — 4 )
Activate vour BHP account SF Learning - bhp = \ l
N O Remember me \h (1
~_-7
Existing/Returning
New BHP BHP Contractor
Contractor BHP

Once you have successfully logged in, you will then need to complete the Multi-Factor Authentication step by
following the prompts on the screen. Remember to have your E-mail account open to retrieve the OTP.

LOGIN
Step 1 Step 2 Step 3 Step 4
Username/User ID OTP is sent via OTP is entered on Access is granted and
and Password is E-mail to individual Two Factor MFA completed.
entered E-mail address Authenticator screen Login to LMS complete



https://bhp.plateau.com/learning/user/nativelogin.do
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New Contractors

Screen Shot

.V Ty e C Activate Your BHP Account
2
(D Thurssy Avgust 31,2023 4 1695 PM
ias@notifications.sap.com
Retivate your 819 Accoont

Activate vour BHP account

L ———

(O Wednosday, Jamuary 24, 2024 1002 42 AM

BHP

Dear Stephen Jones,

Your User ID is: SC0007890

oo (3]

This One Time Passcode (OTP) is vald for the next 10 minutes.

@
‘Ao 103 n croan, onter Yout User name and password and & now OTP wil bo sont 1o

Two-Factor Authentication

‘We have sent you a code by email. Please enter this code and choose Continue. PLEASE NOTE - If
you have not entered the code within 10 minutes, it will expire. If your code has expired, please
REFRESH this screen. You will then receive a new code by email. Please enter new code.

Email Code I 90233992 a I

Request New Code m e

BHP

Activate Your Account

An account has been created for you with Identity Authentication for use with SF Learning - bhpimpl-
stage. The account information we already have for you is below.

To begin using your account for SF Learning - bhpimpl-stage, set a password below.
Tell Us About Yourself

Emall * tephen.

Set Password

Password *

................. e R
v

Re-Enter Password ~

Account Successfully Activated Q

+ Thank you for registering and activating your account. Please return to your activation email and follow the
further instructions.

Access your BHP applications using the link
below once your account has been activated

Once your account is activated please retum here to access the application(s) below

Please click on the button below titled ‘Access Account’

You will need to plete all required i and
your start date to ensure access to your work site

yirequi i prior to

Failure to your

i and ings could result in you being denied gate access
and/or significant site access delays

Access Account e

Activation
E-mail

Activate
your
account

Open
E-mail account
& Retrieve OTP

Enter One
Time
Password
(OTP)

Set
password

Account
Activated

Access
your
Account

Description

As a new BHP contractor, an activation E-
mail from ias@notifications.sap.com will
be sent to your personal E-mail address you
have provided us.

Click on the ‘Click here to activate account’
link with instructions on how to activate your
logon account.

During the activation, you will be requested to
enter a One Time Passcode (OTP), an 8-
digit code which is sent automatically to your
E-mail address.

You will need to access your E-mail account
to retrieve the One Time Passcode (OTP)
that is automatically sent to your e-mail
address.

At the Two Factor Authentication page,
enter the One Time Passcode that was sent
to your E-mail into the E-Mail Code field and
click ‘Continue’.

You only have 10 mins to enter this code
sent via E-mail into this box otherwise the
code will expire, and you will need a new
code.

You will then proceed to create a unique
16- character password.

As you type into the Password box, you will
see if you are meeting the password
requirements. When you meet the full

password requirement, the password box
turns green.

Your account has now successfully been
activated and your can continue onto logging
into the LMS

You will now need to go back and find the
original activation E-mail from
ias@notifications.sap.com

Within the original activation E-mail
scroll down to where the button ‘Access
Account’ appears and click on it.



mailto:ias@notifications.sap.com
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Existing or Returning Contractors - MFA

Screen Shot

Welcome
BHP Le

e

Log On

SC123456

Two-Factor Authentication

[ :

O Remember me

Forgot password?

O ias@netifications.sap.com

e
2 <las@notifications sap.com>
(D Thursaay. August 31, 2023 41835 P

BHP

Dear Jane Simons,
Your User ID is: 5C123456

The code for E-Mall Two-Factor Authentication 1|5 6337628 e

Best regards,
BHP

Two-Factor Authentication
We have sent you a code by emall. Please enter this code and choose Continue. PLEASE NOTE - If
you have not entered the code within 10 minutes, it will expire. If your code has expired, please

REFRESH this screen. You will then receive a new code by email. Please enter new code

© We have sent you & new code. The code will be valid for 10 minutes.

Email Code *

BHP

My Leaming Rasignments

ﬁf_a. our Code

8 i e e 23 | My Cumouis

Na history records were
‘addad in last 30 days.

Fastured 2

Your Login to BHP Leaming Management System is now complete!

Sign In
to BHP
LMS

Enter User
ID and
Password

©

Open
e-mail
account &
Retrieve
OTP

Enter One
Time
Password
(OTP)

MFA
Complete

Description

Go to the existing LMS UR:
https://bhp.plateau.com/learning/user/nativelogin.do

Click ‘Sign In’

Enter you User ID and Password and
Click ‘Log On’

A Two Factor Authentication window will
pop up for you to complete the Multi-Factor
Authentication (MFA) step. Do not close
this window.

Open your E-mail account to retrieve the
One Time Passcode (OTP) that will have
been automatically sent to your E-mail
address. (This E-mail address should be
the one recorded in the relevant contractor
onboarding system).

N.B If you do not get the OTP, try to click
on the ‘Request New Code’ button again
in 3 mins time or refresh the web browser.
Once these methods have been attempted
and the OTP code is still not received,
please contact your company administrator.

At the Two Factor Authentication page,
enter the OTP that was sent to your
email into the E-Mail Code field and click
‘Continue’

You only have 10 mins to enter this code
sent via E-mail into this box otherwise
the code will expire, and you will need a
new code.

Once the MFA has been successfully
completed, you will be automatically
directed to your LMS Learning Page .


https://bhp.plateau.com/learning/user/nativelogin.do
https://bhp.plateau.com/learning/user/nativelogin.do
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Existing or

Screen Shot

Returning Contractor — Forgot Password?

Description

Log On
User ID
SC123456
BHP
................... °
SF Learning - bhp
O Remember me

Forgot password? o

BHP

Forgot My Password

Enter your User ID (e.9. 10123456, 101234, OD1234, MA1234, NEG1234, SC1234) and click Send. If
the correct email has been captured in the system, you will receive an email within the next few
minutes with a password reset link

usero” 15123456 9 I

“Required

BHP

Forgot My Password

© fan account exists, an e-mail with a link to reset your password has been sent 9 ‘

Click the link contained in the e-mail. You will be forwarded to a page where you can reset your
password. The link in the e-mail will expire in 4 hours from now.

BHP

|
Please reset your password -
c; "

iv
@)

£

@
o

Ormoay-ocmve:

BHP

Reset your password

Te eaat i sassees o your Sy Auanseaton sareee. ick i bk baow

totowng
- orewn
Syroos

Your User 10 is: 10N

=== 0

170 ine 300me 3 net 6a5iayee o Sous notwor. oy 323 SaRe e ik e 9 e 2SETRRS B fyout rOmE”

Sutregars
e

Reset Your Password

Reset the password for your account| below. Your password
must be a minimum of 16 characters long and include at least 3 of the following — Uppercase letters
Lowercase letters, Numbers, Symbols. When you have successfully met the password criteria the
password box will turn green

e 4 ,/,

.  Your 16 an
fisatder bow Pasawced ‘our password must be between 16 and 255 characters long
and incude 3 of the folowng

 Uppercase letters

¥ Lowercase letters

¥ Numbers

Symbos
= ve

Forgot
Password?

Enter User ID

©

Confirmation
Screen

Check E-mail
account for
Password
reset link

(5

Reset your
Password

Forgot User ID or Password?

Click on the Forget Password? link

Enter your User ID on the next page and
click ‘Send’.

NOTE: Your User ID should not contain
spaces

If your account is ACTIVE, you will get the
confirmation on screen and an email will
be sent to you.

If it's INACTIVE it will need to be updated
to ACTIVE by your Contractor/Vendor
Administrator

NB If your account was just reactivated,
you will need to set a new password as
the old one will not work

You will then receive email from
ias@notifications.sap.com with subject line:
Please reset your password

Your User ID will be mentioned in the email
itself.

‘Click here to reset your password’ button.

As you type your new Password into the
Password box, the password
requirements turn green, and you will see
a ‘tick’ next to the requirement.

You must meet all requirements before
you can click save.

Click ‘Save’.
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